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Motivazioni, obiettivo e percorso

Architettura, implementazione e
deployment

Agenda

Alerting e downsampling

Use case: packet network

Direzione futura
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GARR-T: unarete da osservare
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Un processo iniziato qualche anno fa

2019 2021
Aggregazione e analisi Al e strumenti a
centralizzate dei log di supporto delle decisioni
dorsale nelle reti
(WS19 - S. D’Ambrosio) (WS21 - F. Farina)
2018 2020 2022

Modello monitoring e
telemetria applicato ai _
servizi applicativi Work in progress
(Se non lo misuri, non
esiste, WS20 - G. Marzulli)

Una sperimentazione
di telemetria multi-
servizio
(WS18 - P.Velati)
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Modello architetturale

Horizontal views ]
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Data Visualization & Alerting

Data Lake Data Lake ’ Data Lake ‘ Data Lake

Data Agents ‘ Data Agents ] Data Agents ’ Data Agents

( Optical Network | | Packet Network | | DataCenter Network [ ICT (miniDC) J

logs & metrics ) logs & metrics 7 logs & metrics logs & metrics
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Implementazione (T/G Stack)

DATA VISUALIZA T/ON

» Sorgente dati: apparati fisici 15 Grafana
« Scouting delle metriche di interesse
e Canali di acquisizione:
- gNMI
o : DATA LAKE
SNMP (ancora necessario) & influxdb
« SYSLOG
logs.
events, %
counters,
states
m— | 9900 DATAAGENT
e Ocl @ 3 ©hy telegraf




Automated deployment
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Cosa osserviamo: Stato apparato

« Utilizzo CPU, Temperature, assorbimento
energetico, stato componenti

Device BA1_LEAF1 v

Uptime Address CPU utilization Power consumption

1 month 10.4.100.22

Hostname

BA1_LEAF1

v PowerSupply P1

Input Power ... Input Power P1 Current P1 Voltage P1

TempSensorP1/1
224 mA  VoltageSensorP1/1 230V e
50 W

| A\ | A\ A Currel sorP1/1

48.3w " AMWIAI ;
15:30 . - ol
CurrentSensorP1/2

3.35A  VoltageSensorP1/2  12.0V .

> PowerSupply P2
> Ethernet11

> Ethernet12

DataCenter net: Device view
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Cosa osserviamo: Stato porte e Traffico 1/0

« Stati e contatori porte: admin/oper status,
temperature, ottetti e pacchetti, parametri ottici,

errori

” Click for ...

v Ethernet11

Temperat...

20.2°C

Errors Eth...

0

Discards ...

0

10:40

== och-osnr

300 kp/s

200 kp/s

100 kp/s

0p/s

09:50 10:00 10:10 10:20 10:30
output

== input

10:45 10:50
Last Max Mean Min

287dB 288dB 287dB 28.5dB

Q Factor Bit-error

och-bit-error-
rate-post-fec

0

och-bit-error-
10:40 rate-pre-fec

0.00215

== och-g-factor

Optical net: port view

UnicastPacket Rate Ethernet 11

BitRate Ethernet 11

2.79 Gib/s

1.86 Gib/s

954 Mib/s

0b/s
10:4C 09:50 10:00 10:10 10:20 10:30

== input output

Power Frequency

och-in-
optical-
power
-8.80 dBm

in-frequency

och-out-
optical- out-
power frequency

2.90 dBm

Physical channel input power Ethernet 11

09:50 10:00 10:10 10:20 10:30 10:4C
== input_power/instant == output_power/instant

DataCenter net: port view
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Cosa osserviamo: Traffico I/0 aggregato

* Traffico Nord-Sud, Est-Ovest

BitsRate Nord-Sud RM2 BitsRate Est-Ovest RM2

477 Mib/s 1.40 Gib/s Output {vtep_site="BA1"}
Output {vtep_site="RM17}
SlLIE 116 Gib/s Output {vtep_site="RM2"}
Input {viep_site="BA1%}
Input {vtep_site="RM17}

715 Mib/s Input {vtep_site="RM2"}

286 Mib/s ; | 954 Mib/s
191 Mib/s ‘ “

| |

N |
I |
I\ ". )‘ A Nl

U |/ <

. I ‘
95.4 Mib/s | <IH"‘|
N\ ‘ \l/
= L ‘L 2
16:00 16:30 0b/s =
== jnput == output R 17:30 18:00

[

I \ | | 477 Mib/s
}’ \\l\ 1)

“ }' \“‘ y‘v""l“ \N‘

]

I
i
|

fl
[l
[

[ 238 Mib/s
0b/s

PacketsRate Nord-Sud RM2 PacketsRate Est-Ovest RM2

140 kp/s Output {vtep_site="BA1"}
40kp/s 120 kp/s Output {vtep_site="RM17}
Output {vtep_site="RM2"}

Input {vtep_site="BA1%}

80 kp/s Input {vtep_site="RM17}

30 kp/s 100 kp/s

20 kp/s \
60 kp/s Input {vtep_site="RM2"}

A
10kp/s ) y 1 . ‘ [ 40 kp/s
f ‘ | T AN

y 20 kp/s
16:00 X
= input == output 17:00 17:30 18:00

DataCenter net: site view
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Cosa osserviamo: Log ed eventi

 Facility: kernel, firewall, daemon, security, user
» Top talkers, monitoraggio per serverity

Severity count Top talkers (no filters) Severity

rr1.bo01 err -

rr1.bo01 warning

re1.mi02

rl1.mi01

r11.bo01 1908
alert M,

rl2.rm02 e 4 I 84 K 01 Te 3 n 6K Total
K Min: 1.65 K
11 min?
Log messages

Search:

2022-10-19 13:17:27 /usr/sbin/sshd[38959]: %DAEMON-4: exited, status 255 daemon rm02 warning

2022-10-19 13:17:27 IFINFO_MSG: %USER-3: Message: JRR unable to find ifd user bo01

2022-10-19 13:17:27 IFINFO_MSG: %USER-3: Message: Cannot get module EEPROM information user bo01

2022-10-19 13:1 IFINFO_MSG: %USER-3: Message: JRR optics info was not in expected format bo01

2022-10-19 13:17:27 Cannot get module EEPROM information: %USER-3: Operation not supported :error{0] bo01

2022-10-19 13:17:27 /usr/sbin/sshd[95090): %DAEMON-4: exited, status 255 daemon tn01 warning

2022-10-19 13:17:27 / /sbin/sshd[97363]: %DAEMON-4: exited, status 255 daemon tn00 warning
2-10-19 13:17:27 /usr/sbin/sshd[97361): %DAEMON-4: exited, status 255 daemon tn00 warning

tcpao_input_auth_ok: %KERN-3: Packet from 185.191.183.3:179 missing TCP AO option,dropping

2022-10-19 13:17:27
packet

kern rm02 err

2022-10-19 13:17:27 /usr/sbin/sshdl727011: %DAEMON-4: exited. status 255 daemon ud00 warnina

ALime A s AnAAr _£anAar

Log backbone

: : - : NET
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Alerting & Notifying

Gestione alerting centralizzata in Grafana
*Layer comune a tutte le sorgenti

* Alert manager migliorato in versione 9

* Alert history

Contact points:

5 slack
— . Notification .
Alert rule > Labels Severity=warning 3 - ] Email
policy
d—r&) WebHook
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Alerting & Notifying

Rilevazione anomalie ed eventi di interesse
tramite regole:

if condizione then azione

/ \

METRIC > TRESHOLD for INTERVAL Fire ALERT

|

(bucket: "optical telemetria")
(start: -2m, stop: now())

» notification

(fn: (r) r[" measurement"] "OTN") 0 2 70 >
(fn: (r) > . fOf S

r[" field"] "och-bit-error-rate-pre-fec")

() C}‘b webhook

Giovanni Cesaroni, Gianni Marzulli - GARR




Data retention and downsampling

Dettagli utili solo nel breve Archiviazione per fini
periodo statistici
« Campionamento real-time: « Selezione metriche: traffic
2s - 1m 1/0, error rate, parametri ottici
« Data retention: 30d * Aggregazione: max, avg e min
ogni 15m - 3h

 Data retention: infinita

P h Downsampling tramite task ..

Flux in bucket dedicati

7
: : e . . NET
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Use case: packet network

» Applicare il modello descritto al monitoring della rete a pacchetto
 Eliminare limiti di scalabilita nell’acquisizione delle metriche

« Dotare NOC/OPS di strumenti “real time” per la migrazione GARR-T

7
_ , e , . NET
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GARR-T primo test di carico (30/09/2022)

ga General / Interface physical (telemetry) % <
rs1.mi02 v interface | et-0/0/0 v

interface

400 Gb/s aeb-link 1-rs1.rm02 - [f72c1]
bits per second

400 Gb/s

300 Gb/s

200 Gb/s

100 Gb/s

19:15 19:20 19:25 19:30 19:35
== [N Min: 47.8 Gb/s Max: 394 Gb/s Mean: 199 Gb/s == OUT Min: 47.3 Gb/s Max: 393 Gb/s Mean: 198 Gb/s

packets per second

40 Mp/s
30 Mp/s
20 Mp/s
10 Mp/s

19:15 19:20 19:25 19:30 19:35
== [N Min: 7.51 Mp/s Max: 39.6 Mp/s Mean: 24.5 Mp/s == OUT Min: 7.43 Mp/s Max: 39.5 Mp/s Mean: 24.3 Mp/s
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Da SNMP a GNMI

rs1.mi02.garr.net v terface | et-0/0/0 v 88 General / Interface physical (telemetry) % <3

Interface
rs1.mi02 v terface  et-0/0/0 v

Descript eed ¥

interf:
ae6 - link 1-rs1.rm02 - [f72c1] 400 Gb/s interface

400 Gb/s ae6 -link 1-rs1.rm02 - [f72¢1]

bits per second
Traffic load of rs1.mi02.garr.net - et-0/0/0

400 Gb/s
400 Gb/s
300 Gb/s
300 Gb/s
200 Gb/s
200 Gb/s
100 Gb/s Y

100 Gb/s |
0 Mb/s 19:15 19:20 19:25 19:30 19:35
5 0 0 9:2 1
18:50 18:55 19:00 19:05 1510 1535 19:20 19:25 19:30 == [N Min: 47.8 Gb/s Max: 394 Gb/s Mean: 199 Gb/s == OUT Min: 47.3 Gb/s Max: 393 Gb/s Mean: 198 Gb/s
== IN Min:20.9 kb/s Max: 390 Gb/s Mean: 118 Gb/s == OUT Min: 101 kb/s Max: 389 Gb/s Mean: 117 Gb/s

ket d
Packets load of rs1.mi02.garr.net - et-0/0/0 packets per secon

40 Mp/s
40 Mp/s
30 Mp/s 30 Mp/s
20 Mp/s
10 Mp/s )
—_—

Op/s
18:50 18:55 00 19:05 19:10 1915 19:20 19:25 19:30 19:35 19:40 19115 19:20 19:25 19:30 19:35
N == [N Min:7.51 Mp/s Max: 39.6 Mp/s Mean: 24.5Mp/s == OUT Min: 7.43 Mp/s Max: 39.5 Mp/s Mean: 24.3 Mp/s

19
== [N Min:10.9 p/s Max: 39.3 Mp/s Mean: 14.4 Mp/s == OUT Min: 28.5 p/s Max: 39.3 Mp/s Mean: 14.3 Mp/s
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30"

rel.mi01 ~

interface

100 Gb/s ae59 - CERN-CNAF - Primario - CERN 100G - Primario - [SRF-18-061]

bits per second

11:45 11:50 | ) 12:05
IN Min: 4.68 Gb/s Max: 21.7 s Me: 0 ax:-1.2 Gb/s Mean:-5.1 Gb/s




Visione real time della topologia e stato della rete

x2bol - rsLbo0l Close
Interface traffic (bps) =

'Y 1
-luwl-'\\,ww ‘ _%\;AJ-.\IVJ (¥ ""\\‘__—vw\\}/u\.'_ padbdad Ao

A/

Interface packets (pps) =

J Jfl“ 4 -J,,qla,._\_q' A 10m
”-""JLJ\AM,J—’\_V\,_J.\/ \,H,\ka ¥ ‘,y\\\‘;_‘_“%‘—‘/p,v‘f*v S .

LLDP
neighborships




Elementi abilitanti

» Acquisizione dati:
» Telemetria: GNMI
 Telegraf: 3Tl input plugin

« Scrittura e lettura dati:
* InfluxDB
* Flux data language

» Rappresentazione dati:
» Grafana
* Gins

GNMI - gRPC - YANG models

@ telegraf

) influxdb

FLUX | >




Telemetria da SNMP a GNMI

* pull * push

e synchronous e asynchronous

* slow rates - fast rates

* born in 1988 * born in 2015

« data model: MIBs « data model: YANG

5

MONITORING Device
AGENT
1 T ................
% |2 Y U X U - D Q

S ’ Device Performance
i Management
% """""" data - Application

Device
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Telemetria con GNMI

SNMP Protocollo di comunicazione

SMI Codifica dei dati

HTTP/2
{OPENCONFI
YANG models

Trasporto dei dati

Modello dei dati
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Telegraf pipeline

@ telegraf”

Input Process Aggregate Output

GNMI, JTI
alterazione dati: creazione

contenuti aggregate

iltri . e scrittura su
filtri struttura e metriche filtri influxdb
SNMP




interface

Flux data language o - | [ snro- G

Speed Description Grafana

100 Gb/s ae59 - CERN-CNAF - Primario - CERN 100G - Primario - [SRF-18-061]

bits per second

11:45 11:50 11:55 12:00 12:05
== I[N Min: 4.68 Gb/s Max:21.7 Gb/s Mean: 10.3 Gb/s == OUT Min:-32 Gb/s Max:-1.2 Gb/s Mean:-5.1 Gb/s

(bucket: “telegraf-interface”)
|> range(start: v.timeRangeStart, stop: v.timeRangeStop)

|> filter(fn: (r) => r._measurement == "/interfaces/")

auj/adid xnyy

|> filter(fn: (r) =>
r._field == "/interfaces/interface/state/counters/in-octets” or
r._field == “/interfaces/interface/state/counters/out-octets"”)
|> filter(fn: (r) => r.system_id == "${system_id}")
|> filter(fn: (r) => r.interface == "${interface}”)
|> derivative(unit: 1s, nonNegative: true)

|> pivot(rowKey: ["_time"], columnKey: [“_field"], valueColumn: “_value”)

ss99%04d

|> map(fn: (r) => ({ r with loadIn: r[*/interfaces/interface/state/counters/in-octets”] * 8.0 / 1000000.0 }))

|> map(fn: (r) => ({ r with loadOut: r[“/interfaces/interface/state/counters/out-octets”] * (-8.0) / 1000000.0 }))

|> keep(columns:[“_time”,"loadIn”,"loadOut"])
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Dove stiamo andando

» Strumenti sempre piu efficienti per la gestione rete
» Modello uniformemente applicato e a tuttii livelli della rete
 Correlazione dell'informazione proveniente dai vari layer

» Osservabilita al servizio dell'utente e della programmabilita
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GRAZIE

Credits:
« https://unsplash.com
« https://flaticon.com
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